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Rev. August 18, 2016  
My Privacy Plan 

INTRODUCTION 

Information about my customers - their names, addresses, purchasing history, product 
preferences - is a valuable business asset. Customers retain an interest in what I do with their 
personal information. Mishandling it exposes my business to risks. It can damage reputation in 
the community, lead to legal liability and fines, and destroy the trust that is the cornerstone of 
good relationships with my customers. Building privacy protections into my business will limit 
these risks and protect a valuable business asset - my customer information.  All employees 
dealing with my clients information are to adhere to the Privacy Plan. 

*Privacy laws vary from province to province. For more information please contact the 
Provincial or Territorial Privacy Commissioners Office or refer to the case studies available on 
the provincial websites.  

WHO`S ON POINT? 

The below is responsible for implementing the privacy plan.  

Name/Title: ADVISOR/Advisor 
Address: B2- 180 WEST BEAVER CREEK ROAD, RICHMOND HILL, ON L4B 1B4 
Phone: 647 429 0101 
Email: INFO@CHSPFINANCIAL.ACA 

INFORMATION WE COLLECT: 

TYPE OF 

INFORMATION 

WHAT YOU 

COLLECT 
WHO COLLECTS IT FOR WHAT REASON WHO USES IT STORED BY SHARED WITH 

Contact 

Information 
• Name 

• Address 

• Postal Code 

• Phone Number 

• Email Address 

• CHSP Financial Services 
Website/Back office 

system  

• ADVISOR, CHSP Financial 
Services staff and 

Insurance Companies  

• To complete a 
sale/transaction 

• Customer service 

• Customer relationship 
management 

• Application forms 

• Complaints 

• Because it is required 
by law 

• CHSP Financial Services 
Website/ Back office system  

• ADVISOR, CHSP Financial 
Services, Paramedical 
Companies and Insurance 

Companies 

• Electronic File 

• Paper File 

• CHSP Financial 
Services, 

Insurance 
Companies and 
Paramedical 

Companies 

Customer 
Demographics 

• Date of 
Birth/Age 

• Gender 

• Household 

Income 

• CHSP Financial Services 
Website / Back office 
system 

• ADVISOR, CHSP Financial 
Services Staff and 
Insurance Companies 

• To complete a 
sale/transaction 

• Customer service 

• Application forms 

• Complaints 

• Because it is required 
by law 

• CHSP Financial Services 
Website/ Back office system  

• ADVISOR, CHSP Financial 
Services and Insurance 

Companies 

• Electronic File 

• Paper File 

• Insurance 
Companies and 
Paramedical 

Companies 

Financial 
Information 

• Payment card 
number 

• Payment card 
expiry date 

•  CHSP Financial Services 
Website / Back office 

system 

• ADVISOR, CHSP Financial 
Services Staff and 

• To complete a 
sale/transaction 

• Application forms 

• Insurance Companies • Electronic File 

• Paper File 

• Insurance 
Companies 
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• Banking 
information 

Insurance Companies 

Purchase 
Information 

• Purchase history 

• Product/service 
preferences 

•  CHSP Financial Services 
Website / Back office 

system 

• ADVISOR, CHSP Financial 
Services Staff and 
Insurance Companies 

• To complete a 
sale/transaction 

• Application forms 

• Complaints 

• Because it is required 
by law 

• ADVISOR, CHSP Financial 
Services and Insurance 

Companies 

• Electronic File 

• Paper File 

• CHSP Financial 
Services, 

Insurance 
Companies, E&O 
provide (if 

applicable), and if 
required by law  

Opinions/Interests • Customer 
satisfaction info 

• ADVISOR, CHSP Financial 
Services staff and 

Insurance Companies 

• Customer service 
ADVISOR, CHSP Financial 

Services, Insurance Companies 
and E&O provider if required 

• Electronic File 

• Paper File 

• CHSP Financial 
Services, 

Insurance 
Companies and 
E&O providers  

Other Information • Social insurance 
number 

• Health/medical 
information 

• Driver's license 
number 

• ADVISOR and CHSP 
Financial Services staff 

• To complete a 
sale/transaction 

• Application forms 

• Complaints 

• Insurance Companies • Electronic File 

• Paper File 

• Insurance 
Companies 

CONSENT PRACTICES 

Consent is a voluntary agreement with what is being done or proposed. Consent can be either 
express or implied. Express consent is given explicitly, either orally or in writing. Express 
consent is unequivocal and does not require any inference on the part of the organization 
seeking consent. Implied consent arises where the consent may reasonably be inferred from 
the action or inaction of the individual. 

EXPRESS CONSENT 

We collect the following information that is either sensitive or potentially sensitive. 

• Date of Birth/Age 
• Household Income 
• Payment card number 
• Payment card expiry date 
• Banking information 

• Purchase history 
• Product/service preferences 
• Social insurance number 
• Health/medical information 
• Driver's license number 

When collecting sensitive or potentially sensitive information, always make sure you get express 
consent from the customer. In other words, you must ask the customer directly if they consent 
to you collecting the information and/or disclosing the information to another company.      

Express consent should be used whenever possible and in all cases when the 
personal information is considered sensitive. 

IMPLIED CONSENT 

We collect the following information to complete an application: 
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• Payment card number 
• Payment card expiry date 
• Banking information 
• Purchase history 
• Product/service preferences 

• Customer satisfaction info 
• Social insurance number 
• Health/medical information 
• Driver's license number 

 

So long as the information collected is necessary to complete an application, you can assume 
the customer has consented when he or she provides you with the information. (This is called 
"implied consent".) 

With sensitive information, you should always make sure you get express consent.  We can do 
this, for example, by having the client(s) sign an application before sharing information with a 
third party (i.e. paramedical or insurance company). 

Remember: 

• We can't refuse to complete a transaction if the customer refuses to consent to the 
collection of information that isn't necessary to complete the transaction. This is called 
"tied consent" and it is against the law. 

• If we decide later to use this information for another purpose, we have to go back and 
get the customer's consent. 

 OPT-OUT CONSENT 

Some information is collected for secondary purposes, such as marketing, administering a 
customer loyalty program, or customer relationship management. 

In these circumstances, we give the customer an opportunity to tell us that they don't want us 
to use their information for that purpose. This is called an "opt-out". 

Opt-outs must be clear, easy to understand and easy for the customer to do. We must have an 
opt-out box on a paper-based or web application form that tells customers that if they don't 
want to receive promotional material in the mail they have the option to opt-out. Let the 
customer know what they'll be missing - special deals and new product information, for 
example - but don't minimize, hide or obscure the opt-out. And don't make it complicated, like 
requiring the customer to call a special phone number between certain hours. The point is to let 
the customer decide.  Our Disclosure Form has a box for clients to opt-out. 

We also collect the following information for secondary reasons such as customer service, 
customer relations management, complaints or if required by law: 

• Name 
• Address 
• Postal Code 
• Phone Number 
• Email Address 
• Date of Birth/Age 

• Gender 
• Household Income 
• Payment card number 
• Payment card expiry date 
• Banking information 
• Purchase history 



    

5 
 

• Product/service preferences 
• Social insurance number 

• Health/medical information 
• Driver's license details 

Lastly, under federal law, our customers have a right to withdraw their consent at any time, so 
long as they give you reasonable notice. The exception is where customers have signed a 
contract that restricts their right to withdraw their consent. 

EXPLAIN WHY AND ASK FOR PERMISSION 

The best way to manage your privacy risks is to let customers know why we are collecting the 
information and ask them for their permission. 
 
There are times when it's obvious our customer knows why we're collecting the information and 
consents to it.  

We you collect the following information to complete an application or place a policy inforce: 

• Payment card number 
• Payment card expiry date 
• Banking information 
• Purchase history 
• Product/service preferences 

• Customer satisfaction info 
• Social insurance number 
• Health/medical information 
• Driver's license number 

 

So long as this information is necessary to complete one of the transactions listed 
above, you can assume your customer has consented to the collection and use of his or her 
personal information for that purpose. (This is called "implied consent.") But remember, if you 
decide later to use this information for another purpose, you have to go back and get the 
customer's consent. 

HOW MUCH PERSONAL INFORMATION SHOULD BE COLLECTED? 

With new information technologies, there's a temptation to collect personal information just in 
case it could be useful in the future. But under privacy laws, we have to tell our customers why 
we're collecting the information and then stick to that purpose. If information is being used for 
another purpose, we have to go back to the customer and get his or her permission – no staff 
is permitted to use, or request that information is to be used, for any other purpose than to 
complete an insurance and investment application, unless approval is given by ADVISOR.   
 
Once we collect the information, we are also required by law to keep it up-to-date, accurate 
and secure and to provide customers with access to it on request. 
 
Our business is to collect only what is actually needed.  When deciding what to collect, 
remember that you're obligated to make sure you're only collecting information for purposes 
that a "reasonable person would consider appropriate in the circumstances". In Quebec, the 
requirement is that the information has to be "necessary for the object of the file", which we 
will apply as well. 
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Collection of Driver's License 

Collecting the driver's license number, or other identification information, itself increases our 
privacy risk and should only be collected when required.  Please note that Health Cards are not 
an acceptable form of identification in our industry and therefore should not be collected. 
 
To what Extent is Collection of SINs Permissible? 

The Office of the Privacy Commissioner of Canada has long held the position that the Social 
Insurance Number (SIN) should not be used as a general identifier and that organizations 
should restrict their collection, use and disclosure of SINs to legislated purposes.  

• Employers are authorized to collect SINs from employees in order to provide them with 
records of employment and T-4 slips for income tax and Canada Pension Plan (CPP) 
purposes. 

• Organizations such as banks, credit unions, brokers and trust companies are required, 
under the Income Tax Act, to ask for customers' SINs for tax reporting purposes 
(e.g., interest earning accounts, RRSPs, etc.). 

• No private-sector organization is legally authorized to request customers' SINs for 
purposes other than incoming reporting. Even in the case of a financial institution, if a 
customer's account is not of a type that earns interest (e.g., if it is a credit account as 
opposed to a savings account), there is no legal requirement for the organization to 
collect the individual's SIN, and no obligation for the individual to supply it. 

For reasonable purposes of identification, provided that the principles of the Personal 
Information Protection and Electronic Documents Act (PIPEDA) are duly observed. 

In our business we collect SINs for our interest earning accounts.  If the application does not 
require the SIN of a client, do not collect. 

HOW TO PROTECT THE PERSONAL INFORMATION COLLECTED? 

Limit personal information collected to what's Reasonable, Relevant and Really Needed. 
 
Under the law, we are required to use security safeguards to protect the personal information 
we have from things like unauthorized persons getting access to it for copying, modifying or 
destroying it. Federal laws also talk about protecting it from loss or theft, and Quebec laws call 
for safety measures that will ensure the information is kept confidential. 

We are to limit who gets access to information on a "need-to-know" basis only. Here's a 
summary of who uses the personal information we collect in your business. 

• CHSP Financial Services`s Back office System 
• CHSP Financial Services staff  
• Insurance Companies 
• Paramedical Companies 
• E&O providers (if applicable) 
• ADVISOR 
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Information about a person's health or financial situation is always considered sensitive and 
must be protected with higher safeguards. 

We collect the following sensitive or potentially sensitive information: 

• Date of Birth/Age 
• Household Income 
• Payment card number 
• Payment card expiry date 
• Banking information 

• Purchase history 
• Product/service preferences 
• Social insurance number 
• Health/medical information 
• Driver's license number 

Paper and electronic files needs to be well protected from prying eyes at all time.  Paper files 
should not be left out but should be locked in a filing cabinet in office that is restricted.  

You should be keeping individual client files separate.  Therefore, no co-mingling files of family 
members unless you have their written consent to do so. 

SECURITY PLAN 

EMPLOYEE ACCESS TO CUSTOMER INFORMATION 

As good practice, no employee is to see or process information unnecessarily. The number of 
people who view or process information should be limited to reduce the risk of inappropriate 
use or disclosure. 

COLLECTION OF SENSITIVE INFORMATION 

The following is very sensitive or potentially sensitive: 

• Date of Birth/Age 
• Household Income 
• Payment card number 
• Payment card expiry date 
• Banking information 

• Purchase history 
• Product/service preferences 
• Social insurance number 
• Health/medical information 
• Driver's license number 

Because of the nature of this information, we use more than one method to ensure that it is 
kept confidential. 

As a general rule, we should only keep personal information for as long as needed to fulfill the 
purpose that you collected it for.  We keep files for 7 years after termination of policy or death 
of client.  After that, we are to destroy it. 

STORAGE OF PERSONAL INFORMATION: PAPER FILES 

The following includes the types of information you may store in paper files:  

• Name 
• Address 

• Postal Code 
• Phone Number 
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• Email Address 
• Date of Birth/Age 
• Gender 
• Household Income 
• Payment card number 
• Payment card expiry date 
• Banking information 

• Purchase history 
• Product/service preferences 
• Customer satisfaction info 
• Social insurance number 
• Health/medical information 
• Driver's license number 

 

It is extremely important to take all measures possible in order to safely store your customer's 
personal information.  Files should not be taken out of the office except by ADVISOR when 
seeing client out of office.  In office, files are to be in: 

• A locked cabinet 
• A restricted area 
• An area with an alarm system 

Original applications and supporting documents are submitted to CHSP Financial Services for 
processing and then sent directly to the Insurance Companies via courier.   

STORAGE OF PERSONAL INFORMATION: ELECTRONIC FILES 

The same types of information may also be stored in electronic files on the CHSP Financial 
Services back office system. 

CHSP Financial Services uploads copies of documents that are submitted to Insurance 
Companies into the back office system: www.CHSP Financial Servicesfinancial.ca (Advisor 
Login).  CHSP Financial Services has taken all measures possible in order to safely store 
customer's personal information by having the following:  

• Computer passwords 
• Firewalls 
• Encrypted data files 
• Encrypted personal information that is sent or received over the Internet (by 

email or through web forms) 
• Electronic audit trails that identify who has access information 
• Keeping backup files in a locked cabinet 

Client information should not be copied onto any other electronic devices unless needed and 
requested by ADVISOR when seeing a client.  In that case, be especially careful with laptops, 
USB keys and electronic wireless devices. These types of devices can potentially store a large 
quantity of your customer's personal information. All of these devices should be password 
protected and have the strongest form of protection possible. 

OUR PRIVACY BROCHURE FOR CUSTOMERS 

We use the CHSP Financial Services Privacy brochure.  The Privacy statement tells customers: 
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• what personal information we collect 
• how we use that personal information 
• when we assume an individual has consented and when we ask for consent 
• when and how an individual can opt out  
• who to talk to in our organization if clients have questions or complaints 

The privacy statement should be reviewed by all employees as it makes it much easier to 
provide information needed to answer any customer questions about this privacy practice.  If 
clients request a copy, we are to promptly provide them with a copy. 

THIRD PARTIES LIST 

We share personal information with the following third party suppliers or agents: 

o CHSP Financial Services, Insurance Companies, Paramedical 
Companies, E&O provider (if applicable) and anytime required by law  

We require the third party to protect your customer information.  The third parties are to 
comply with fair information practices.  The third party only uses the information for the 
purposes set out in the contract.  Third parties are to pass on to us any requests from 
customers to see their customer records.  

THIRD PARTY SUPPLIERS OR AGENTS 

Sometimes sharing customers' personal information is just a regular part of doing business, like 
when a store passes on a customer's address to a courier to deliver a product. Other retailers 
may decide to share that information - with the customer's consent - with partners or 
marketers. 
 
It's important to remember that our responsibility doesn't end when the information leaves your 
hands. Whenever you share personal information with a third party, it's up to us to make sure 
it's going to be protected. 

We share personal information with the following third parties: 

o CHSP Financial Services, Insurance Companies, Paramedical 
Companies, E&O providers (if applicable), and whenever required by 
law  

We are to review the privacy practices of these firms to make sure they meet the same 
standards that applied to your business.  Approval is needed from ADVISOR before using a new 
third party companies/individual.     

We: 
• require the third party to protect your customer information 
• give you the power to audit the third party to make sure they’re complying with fair 

information practices 
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• make sure the third party only uses the information for the purposes set out in the 
contract 

• require the third party to pass on to you any requests from customers to see their 
customer records 

• require the third party to destroy the information once the contract is completed 

TRAINING 

Each employee is to read this Policy and Procedures manual on Privacy.   

Employees are not to collect any personal information about customers unless it is required. 

EMPLOYEE ACCESS TO PERSONAL INFORMATION 

Employees are not to collect or access personal information of or from clients outside of our 
office for any reason.  ADVISOR is the only authorized person to do so when meeting with 
clients.  Employees are able to access information for customer service when requested by 
client or by ADVISOR. 

HOW TO RESPOND TO INQUIRIES AND COMPLAINTS 

Responding fairly and quickly to customer concerns is one of the fastest ways to privacy 
compliance. The single most important thing we can do is to make sure frontline staff knows 
exactly what personal information our organization collects and why we collect it, so customers' 
questions can be answered. 

Here are the people in your organization who collect information from customers: 

• Website/Back office Website  
• ADVISOR, CHSP Financial Services staff, paramedical companies and 

Insurance Companies 

If a customer wants more information about our privacy practices, frontline staff must have 
copies that tells customers: 

• what personal information you collect 
• how you use it 
• what other organizations you share it with and why 
• who in your organization they can contact if they want to see their own records, or have 

questions or complaints 
• how to contact the Privacy Commissioner's office for more information or assistance 
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Appendix 1 

The following is a sample Privacy Statement.  

Privacy Statement 

We collect personal information from our customers in the regular course of doing business. This brochure answers 
some of your most frequently asked questions, and lets you know exactly how we're protecting the information you 
entrust to us. 

What personal information do you collect about me? 

We collect the following information about you: 

• Name 

• Address 

• Postal Code 

• Phone Number 

• Email Address 

• Date of Birth/Age 

• Gender 

• Household Income 

• Payment card number 

• Payment card expiry date 

• Banking information 

• Purchase history 

• Product/service preferences 

• Customer satisfaction info 

• Social insurance number 

• Health/medical information 

• Driver's license number 

 

When you visit our web site, we also collect: 

• information about your computer, including your IP address, the type of operating system and browser you 
use, and your computer's location 

• what pages you visit on our site and what links you click on 

• what other sites you've visited recently 

How do you use this information? 

The main reasons we collect personal information from you are: 

• Application forms 

• Because it is required by law 

• Complaints 

• Customer relationship management 

• Customer service 

• To complete a sale/transaction 

If it's a necessary part of any of these transactions, we may disclose your information to another company. For 
example, when you apply for life insurance, we may pass on your personal information to insurance companies and 
may provide your contact information to a paramedical company to complete requirements. We also pass on your 
name and address to a courier company to complete a delivery if required. 

Use of Personal Information for Secondary Reasons 

We also may use your personal information for other, secondary reasons, including: customer service, customer 
relationship management, complaints, or because it is required by law.  

Sharing of Personal Information with Third Parties 

Sometimes, we also share your personal information with other companies, including:  CHSP Financial Services, 
Insurance Companies and Paramedical Companies and E&O providers (if applicable)  

We will also disclose your personal information if we are required by law to do so. 

How do you get my consent? 

When you provide us with personal information to complete an application we assume you consent to our collecting 
it and using it for that specific reason only. 
 
If we ask you for personal information for a secondary reason, like marketing, we will either ask you directly for your 
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consent or provide you with an opportunity to say no. Saying no is called "opting out". By opting out, you can tell us 

not to collect the information and/or not to share it with other companies. 

How do I opt out? 

At the bottom of the CHSP Financial Services Disclosure Form, there is box you can check off if you do not want that 
information to be used for marketing purposes.  Alternatively, please contact your Advisor by email or admin staff 
(see contact information below).   

How do I get more information? 

Our staff will be happy to answer any questions you may have about your personal information. If you would like 
more information about our policies, or you would like to see exactly what personal information we have about you in 
our records, or you wish to register a complaint, please contact: 
 
Name: ADVISOR/Advisor 
Address: B2 – 180 West Beaver Creed Road, Richmond Hill, ON L4B 1B4  
Phone: 416-XXX-XXXX 
Email: advisor@CHSPFinancial.ca 
 
You can also contact the Privacy Commissioner of Canada for assistance between the hours of 8:30 a.m. to 4:30 
p.m. est, at: 
 
Toll-free: 1-800-282-1376 
Phone: (819)994-5444 
Fax: (819)994-5424 
TTY: (819)994-6591 
 
or by mail at: 
 
30 Victoria Street 
Gatineau, Quebec 
K1A 1H3 
 
or on the web at: 

 
http://www.priv.gc.ca 
 
You can also contact your Provincial or Territorial Privacy Commissioner's office for more information: 

Ontario 
Office of the Information and Privacy Commissioner of Ontario 
2 Bloor Street East, Suite 1400 
Toronto, Ontario M4W 1A8 
Phone: (416) 326-3333 
Toll-free: 1 (800) 387-0073 (free within Ontario) 
Email: info@ipc.on.ca 
Web Site: http://www.ipc.on.ca/ 

  

 

https://www.priv.gc.ca/index_e.asp
mailto:info@ipc.on.ca
http://www.ipc.on.ca/

